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Abstract this paper we consideimages 6size 128x128ixels
with 8 bit depth, unless otherwise mentioned.

This paper presents a detailed architecture and  Thispaper is organized as follows. Section 2 gives a
instruction set of the SCANryptogprocessor. The  brief description of SCAN methodology and its
SCAN cryptoprocessor is a modified SparcV8 applications. Section 3 gives a brief description of
processor architecture with a new instruction set to SparcV8 processor architere and its features.
handle image compression, encryption and Section 4 describes the SCANryptgorocessor
information hiding based on the SCAN methodology. architecture.  Section 4.1 describes the FPGA
The modules for image compression, encryptam coprocessointerface along wittthe new instruction set
information hiding are synthesized in reconfigurable to handle the proposed hardware enhancements.
logic and the results of the FPGA synthesis are Section 4.2, 4.3 and 4.4 describehe FPGA
presented. We propose témplement the above coprocessorfor the image compression, encryption

mentioned modules in an affip FPGA. and information hiding modulesespectively. Section
4.5 presents the results of XILINX ISE synthesis of the
1. Introduction above mentioned modules. Section 5 provides the

conclusion of this work.

Secure computing is gaining importance as
computing capability is increasingly becoming 2- SCAN Methodology
distributed Prevention of piracy and digital rights
management has become vémyportant; information SCAN is a formal languageased two-dimensional
security has become mandatory rather than anspPatial accessing methodojoghich can represent and
additional featureThe use of sftwarebased security ~ generate a large number of scanning paths easily. The
firewalls and encryption is not completely safe from SCAN language is defined by a grammar and has a set
determined hackers. Thisoblemnecessitatethe need ~ Of basic scan patterns, a set of transfitfams, and a
for information security at the hdware level, where  set of rules to coppse simple scan patterns to obtain
cryptoprocessorassume importance. In this paper, we complexscan patterns. The rules for building complex
present a detailed architecture and instruction set of thescan patterns from simple scan patterns are specified by
SCAN cryptoprocessor. The SCANryptoprocessoiS the prOdUCtion rules of the grammar of the SCAN
a modified SparcV8 processor architecture withew  language. The SCAN languageas applications in
instruction set to hadle image compression, encryption information compression, information encrypticand
and information hiding based on SCAN methodology. information hiding. The basic scan patterns strewn
The modules for image compression, encryptiamd in Fig. 1.
information hiding are synthesized in reconfigurable  In this paper, FPGA coprocessor architecture
logic. We propose to implement the above mentioned capable of implementing the SCAbased algorithms
modules in an dfchip FPGAcoprocessorThe IEEE ~ for image compressionencryption and information
compliant VHDL code is generated usirgatlab hiding is presented along with new instructions to
version 7Simulink HDL Coder The synthesis of the implement the same.
reconfigurable architecture is done using the Matlab
generated VHDL code and XILINX ISE ve®.1i. In



4. SCAN Cryptoprocessor

1 = Tm A
= cannille”
] S In this section the SCAN cryptoprocessor
r c 0 a architecturds describedThe FPGA-basedcoprocessor
= architecture to implement image compression,
f-3 encryption and information hiding is presented along
with the new instruction set to handle the-cifip
S m € y w coprocessor
Fh
el 3 4.1.FPGA interf
ZAE il 4 .1.FPGA Coprocessorinterface
z b X The setof new instructions mable the operatioof
Figure 1. Basic SCAN Patterns the FPGA basedcoprocessorto implementimage

compression, encryptiomand information hiding The
coprocessor instruction set for SparcV8 includes
support for a single, implementatiolependent
i i i ) coprocessor. The coprocessor has dtsn set of
SPARC is a CPUinstruction set architecture yegisters, the actual configuration of which is

derived from a reduced instruction set COMPUMEr jmplementatiordefined. ~ Coprocessor  load/store
lineage. SPARC features a linear, 32 bit address spacgsiryctions are used to move data between the
with a few andsimple instructions, 32 bits wide. There coprocessor registers and memory. To enable a
are only three basic instruction formats, and they coprocessor, the enable_coprocessor (EC) bit (Bit 13)
feature uniform placement of amwde and register i, the Program Status Register (PSR) is 1. If a
address fields. Only load and store instructions accessoprocessor is not present, the enable_coprocessor
memory and 1/0. The addressing modes include gc) pit in the PSR is,Gand a coprocessor instruction
Airegi setgeirst €r @ or Aregi stgderates a tpMHB&oRd Fab.€AR of thé Eoprocessor
triadic register operations, which operate on tWO gata and control/status registers are optional and
register operands (or one register and a constant), angnplementatiordependent. The coprocessor working
place the result in a third register. There also exists arggisters are accessed via load/store coprocessor and
llarge fwindowedo regismercphgytrop2 Wdinhaf Ninsthubtibn®. W She@ Spafc© 97 2
to see 8 global integer registers plus ar@gister  gchitecture also provides instruction support for
window at any instant. These windowed regis&1tas  reading and writing a Coprocessor State Register
a cache for procedure arguments, local valzesl (CSR) anca coprocessor deferrdthp queue (CQ)

return addresses. The SPARC architecture also A tightly coupled coprocessor architecture with
provides for a separate floating point registée,f  gegicateddatapath and a local memory system is
configurable by software into 32 single precision (32 yequired The coprocessor interactsith the main

bit), 16 double precision (64 bit), 8 quad precision processor through asynchronous FIF®ghich enable
registers (128 bif)or a mixture thereof. Trap handling ne coprocessorot be implemented with a clock

is done through a vectored table that causes allocationyequency different from the processor system. The

of anewregister window in theegister file. In case of  coprocessor is integratento the processor subsystem
the delayed control transfer instructions, the processor ysing a dedicatedcoprocessor interfacas shown in

always fetches the next instruction after a delayed Fig. 2. A dedicated coprocessor interface provides
control transfer instruction. It either execsit¢he higher data rat betweerthe processor cache and the
instruction or not depending on the control transfer coprocessqr and it provides special purpose

instrudtinondés  bit. Wh i Tifstructi6n¥ €t YUnbrldl® 9comnfinication  witlthe
multiprocessor synchronization instruction, a single coprocessor.

instruction performs an atomic read and then set
memory operation; another performs an atomic
exchange register with memory operation. The SPARC
architecture defines a sigatforward coprocessor
instruction set, in addition to the floating point
instruction set. The proposed SCANryptoprocessor

is a modified SparcV8 architecture

3. SparcV8 Processor
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Figure 2. FPGA Coprocessor Interface

The CPopl and CPop2 instruction format is as
shownin Fig. 3, as given in th&parcV8 manual.

Opcode op3 Operation
CPopl 110110 Coprocessor Operate
CPop2 110111 Coprocessor Operatg
[10] rd ] 110110 [ st ] opc [ sz |
31 29 24 18 13 4 0
[10] rd ] 110111 [ st ] opc [ 2 |
31 29 24 18 13 4 0
Figure 3. CPop1l & CPop2 Instruction

Format

The suggested assembly syntax for thbove
instructions is as shown in Fig.

Copoplopc, Cregss, Cregsy, Cregq
Copop2opc, Cregsy, Cregsy Cregqy
Figure 4. Suggested Assembly Syntax

The new coprocessor instructions to enable SCAN
based image compression, encryptiand information
hiding are explained nexiData transfer across the
external memory and the camessor memoryis
implemented by transferringfour bytes of data
simultaneously on the 32 bit data bus.

LOADIMG 1 The load image LOADIMG)
instruction moves the image fifeom external memory
into thecoprocessor memory

STOREIMG i The store image STOREIMG)
instructionremoves the image fil&om the coprocessor
memory and stores it in the external memory.

LOADMSG i The load message (LOADMSQ
instruction moves themessagefile from external
memory into the coprocessor memory.

STOREMSGI The store mesgge STOREMSEH
instruction removes the message file from the
coprocessor memory and stores it in the external
memory.

LOADKEY1 i The load keyl LOADKEY)
instruction moves the first encryption key from the
external memory into the coprocessor memory.

LOADKEY2 i The load key2 LOADKEYJ)
instruction moves the second encryption key from the
external memory into the coprocessor memory.

LOADSEED i The load seed LOADSEED
instruction loads the seed needed by the random
number generator of the encryption and dption
modules. This instruction is followed immediately by
the seed value as an immediate operand.

CMPRS_IMG i The compress image
(CMPRS_IMG instruction compresses the imagad
the result is available in the coprocessor memory. The
image file should bepresent in the coprocessor
memory before this instruction can be issued.

DCMPRS_IMG 1 The decompress image
(DCMPRS_IMG instruction  decompresses the
compressed imagend the result is available in the
coprocessor memory. The compressed image file
should be present in the coprocessor memory before
this instruction can be issued.

ENCRYPT i The encrypt image ENCRYPTJ
instruction encrypts the imageand the result is
available in the coprocessor memory. The image file
should be present in the coprocessor mgnbefore
this instruction can be issued.

DECRYPT 1 The decrypt image DECRYPY)
instruction decrypts the imageand the result is
available in the coprocessor memory. The encrypted
image file should be present in the coprocessor
memory before this instrtion can be issued.

INFOHIDE i The information hide INFOHIDE)
instruction embeds the message into the image file. The
result of this operation is available in the coprocessor
memory. Both the message file and the image file
should be present in the copessor memory before
this instruction can be issued.

INFOEXTRACT 1 The information extract
(INFOEXTRACT instruction extracts the embedded
message from the cover image. The image file needs to
be present in the coprocessor memory before this



instruction ca be issued. The extracted message is DECR_DCMPRS_INFOEXTRACT The decrypt,
available in the coprocessor memory. decompress and information extract
CMPRS_ENCR The compress and encrypt image (DECR_DCMPRS_INFOEXTRACT instruction
(CMPRS_ENCHRInstruction compresses the image and decrypts the engpted image and further decompresses
encrypts the compressed image. The result of thisit and extracts the embedded message. The result of
operation is available in the copessor memory. The  this operation is available in the coprocessor memory.
image file should be present in the coprocessor The compressed, encrypted image file should be

memory before this instruction can be issued. present in the coprocessor memory before this
DECR_DCMPRSI The decrypt and decompress instruction can bésued.
image DOECR_DCMPRE instruction decrypts the In the following sectionsthe modules for image

input image and further decompresses the result ofcompression, encryptiorand information hiding are
decrygion. The result of this operation is available in described. The size of image considered is 128x128
the coprocessor memory. The image file should bebytes throughout this paper, unless otherwise
present in the coprocessor memory before this mentioned.
instruction can be issued.
INFOHIDE_CMPRSi The information hide and 4.2.Losslesdmage Compression
compress INFOHIDE_CMPR$ instruction erbeds
the message into the cover image and compresses the The bssless image compression alfjori consists
resultant image. Both the message file and the imageof four main steps These steps are (1) scanning and
file should be present in the coprocessor memory prediction (2) scan path encoding (3) context modeling
before this instruction can be issued. (4) arithmetic coding. The image is first partitioned
DCMPRS_INFOEXTRACT The decompress and into blocks of size ‘22 k22. Each block ighen
information  extrat (DCMPRS_INFOEXTRAQT  scanned with various scan pathsd pixel values are
instruction decompresses the compressed image angredicted using different rpdictors along the scan
extracts the message from the decompressed imagepaths i.e., for each scan path, the sum of absolute
The result of this operation is available in the values of prediction errorgthe difference in pixel
coprocessor memory. The compressed image fileintensity values)and the number of Wt needed to
should be present in the coprocessmmory before  encode the scan path are computed. For each block,
this instruction can be issued. the scan pattthat minimizes the prediction errors and
INFOHIDE_ENCRT The information hide and encoding bits is chosen as the best scan path of the
encrypt (NFOHIDE_ ENCR instruction embeds the block. Recursive hardware to find the best scan path is
message into the cover image and further encrypts thepresented in the work by Khris, Maniccam, Dollas
cover image. The result of this operation is available in and Bourbakis]].
the copocessor memory. Both the message file and the In this papera reconfigurable architecture for the
image file should be present in the coprocessor BlockError() function, for scanning and prediction, and
memory before this instruction can be issued. the Contexf) function, for context modeling, is

DECR_INFOEXTRACT i The decrypt and presented. ThBlockError() function is as shown next.
information extract PECR_INFOEXTRAQT
instruction decrypts the encrypted imagied extracts  (E, Lt)=B||00kErr§|r(lkkt) "
: puts: Image block scan pat
the embedqed message from .the deprypted image. Th utputs: SumE of absolute values of prediction errors aldkig
result of this operation is avalla_ble in the COProCessOr sequenc of prediction errors alont
memory. The encrypted image file should be present in{
the coprocessor memory before this instruction can be LetE=0,L=f .
issued. Scan blocK using scan patkt and at each pixgd do
. INFOHIDE_CMPRS_ENBR i The informatic_m Determine predictor ap and determine predictor neighbors
hide, compress  and encrypt  instruction  {qr}
(INFOHIDE_CMPRS_ENCRembeds the message file Letsbe the pixel which was scanned befpre
into the cover image file and further compresses and ~ 'f gandrare already scanned
. . . e=pi(g+r)2
encrypts this resultant image. The result of this Else
operation is available in the coprocessor mgmBoth e=pis
the image file and the message file should be presentin E=E+Abge), L = AppendL , €)

the coprocessor memory before this instruction can be }
. Return E, L)
issued. }



each block, thebest scan path is encoded and the

sequence of contexts of prediction errors alongotrst
scan path are computed usitige Context() function
which is described next.

L = Contex{l, P)
Inputs: Image block, Scan patP
Output: Sequenck of contexts alon@

LetL =j
Scanl using scan patR and at each pixegd do

{

Determine predictor ap and determine antext neighbors
{ar.s}

beforep
If g, r, sare already scanned
a=(Qirl+is)2
Else
a={ivy|
Letb=0if0O¢ac¢2,b=1if3¢ac¢8b=2if9¢ac¢15b=
3ifaz 16
L = AppendL, b)

Figure 5. Simulink Model to find }RetumL

Prediction Errors }

The 128x128mage is partitioned into fouB4x64
blocks, which can be processed in parallel by the
BlockError() function implemented onthe FPGA.

Matlab code in the embedded Matlab functicalong ' @
with the ept_we Simulink subsystthat is sgt upo find ) 2l e 2l
the prediction errorsas seen in Fig.5is used to 5 =

generate the IEEEompliant VHDL code that cabe
used to synthesize the FPGA to iempent error
prediction.

All the prediction errors are buffered and the
absolute sum of the prediction errors is written into a
register on the FPGA. This register is continuously
updated with the absolute sum of the prediction errors
and the final valuesi obtained in this register at the
4096" clock cyck sinceone clock cycle is required to
find the prediction error
all four blocks fit into a single XCV600 with 2.3% L]
logic utilization, there is a 92% IO utilization, which [ sl
prevents us from duplicating further blocks on the same
FPGA. The best scan path is the path with the least &= L1 == & v
absolute sum of prediction errors. This operation is
continuously repeategrtil all the basic SCAN patterns
{C, D, O, S} including {0, 1, 2, 3, 4, 56, 7} are Figure 6. Simulink Model to find the
exhaustd Multiple FPGAs with four blocks each to Context
achieve maximum parallelization to exhaust all the
basic SCAN patterns in 4096 clock cyctes be used The val ued, aonfd G gpreviously
By making the circuit edge triggered, it is possible to buffered and at every clock cyclehe context at pixe
reduce the number of clock cycleg half. 6pb6 is calcul ated. FLAG

Once the best scan path and the sequence obdandarséd al ready scanned
prediction errors along the scan path are determined fora t 0 appendédstaa buffer. The method to find
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predictor values, predictor neighbors and emht  J=Encrypt(l, N, ki, kz, p, m)

neighbors (q, r, and s) is explainied[3]. Four blocks ~ nPuts: émagd't.'malfe ;'Z:ﬁd’\:((NR;f;'o”;ZS)eed N

can be processed in parallel by parallelizing the it eﬁé’w})tion o rationmn o
Contexf) function Matlab code to find the context, output: Encrypted image

embedded in the Simulink subsystem, as seen in Fig.6{

is used to generate the IEEE Compliant VHDL code Let A, D, G be two dimensional arrays of sikéN and letB, C,

. . E, F, Rbe one
that can be used to synthesthe FPGA to find the dimensional arrays of lengté® N

context. o Generaté\® N random integers between 0 and 255 using random
Once the sequence of prediction errors and theseedp and assign taR

corresponding sequence of contexts are determined for CopylintoA
each block, the prediction error sequence and the Repeamtimes

corresponding context sequence of the whole image are " o4 pixels oA using keyk, and write intoB

obtained by appendinthe error sequences of blocks C[1]=B[1], C[jI=(Bli]+((C[j-1]+1)R[j)mod256)mo@56 for
together and context sequences of blocks together ire¢jeNeN . _ _
the CO order in which the blocks were processed. The Read pixels o€ and write intoD using spiral keys0

. . Read pixels oD using diagonal keg0 and write intde
prediction errors of the whole image are then encoded FI=E[1], F[]=(E[]*((Fl-1]+1R[])mod256)mod256 for

with context based adaptive arithmetic coding using ¢jene N

Arithmetic@dg) function which is describeth [3]. Read pixels of and writeinto G using keyk,
Arithmetic coding is a method for lossless data } _

compression. It is a form of variablength entropy CopyGinto Jand retur

encoding that converts a string into another

representation that represents frequently used The encryption key actually consists of four

characters using fewebits and infrequently used components, namely, the twser specifiecscan keys
characters using more bits, with the goal of using fewerk1 andko, the, random,seed integerand the number of
bits in total. , o encryption iterationsm. These four eryption key
Alter arlthmetlp codlng |$0mplgt¢d the encoder .._components are known to both the sender and the
sends a header information contammg number of b'tsreceiver before the communication of encrypted image
to the decoder and éh sends the bits sequentially i3 an yntrusted mediaThe encryption algorithm uses
the mempry.The_header of the compressed image ¢, gcan keys to increase the complexity of pixel
p.rowdes mformaﬂon on the SCAN path chosenz the rearrangement. The kegsandk, are specified by the
size of the image and the values of the first two pixels. o 4o part encryption key. The other two keys spiral
This information is used to decompress the compressecgO and diagonad0 are fixed as part of encryption
image. algorithm. These two keysO and dO are chosen
. . because they have opposite directions of scanasg
4.3. Image Encryption and Decryption seen in Fig.land hence imease the complexity of
. pixel rearrangement caused by the user specified keys
SCAN methodology offers a symmetric private key  andk,.
encryption. Image encryption using the SCAN A good compromise between block size and SCAN
methodology and its reconfigurable architecture is yeys is needed in order to achieve a combination of
discussed in this section. The image encryption methodhigh encryption and high performance. In the
is based on permutation of the pixels of the image andy(chitecture presentecie, images of size 128x128e
replacement of the pixel values. Therpatation is  partitionedinto blocks of 64x64 for the purpose of
done by scan patterns generated by the SCANgncryption. The encryption process is iterative to
methodology. The pixel values are replaced using ajmprove thestrengthof encryption.Five iterations of
simple subtitution rule which adds confusion and he encryption procesasing different seeds for the
diffusion properties. The permutation and substitution r5ndom numbergeneratorprovide a high encryption
operations are applied in intertwined manner and gyality. The reconfigurable architecture of the
iteratively producing an iterated product ciphéfhe g pstitution block oEncryp() functionis as shown in
encryption is done byEncryp{) function which is Fig.7.
described next The biahdvi vetb 255 is equival
operation with 256 and is easier to implement in
hardware. Though 16 bit multiplieris used inthe
implementation, only 8 bits of the LSB contain the



needed valwue after t Roar bfompleéwa,_@yld,ljm?akﬁ)d6 operation.
H H nputs: over image

such blocl.<s of encryption to enable parallel.encryptlon Threshold values<kL<ka<ka<kd<255

of the 4 image blocks are usethe reconflgurgble Output: Complexity matrix C

architecture of the substitution block ofdecryption {

process is as shown in FR). Let C[i][j] = 0 for 1¢i¢height(l), 1&j¢width(l)

For (i= 2 to height(§1, i = i+2, j = 2 to width(h1, j = j+2)
{

d=

Let CJiJl[l] = 0,1,2,3,4 if Qatd<kl, kltd<k2, k2td<k3,
k3¢d<k4, k4atde255, respectively
}
}

Figure 7. Simulink Model for Encryption The reconfigurable architecture of the abov
(Pixel Value Substitution) functionis synthesized on the Xilinx XCV600 FPGA.
Matlab code in the embedded Matlab functions, along
with the entire Simulink subsystem that is set up to
identify the complexity of the cover images used to
generate the IEEEompliant VHDL code thatan be
used to synthesize thEPGA for identification of
complexity of the cover image.
The embedding capacity i.e. ((embedded data
Figure 8. Simulink Model for Decryption size)/(cover image siz€))00% is at most 12.5%
(Pixel Value Substitution) because at most 4 least significant bits of at most 1 in 4
pixels of the coer image are used to embed data.
Similarly, four such blocks for decryption are used the bit embedding step, the secret data is embedded
to enable parallel decryptioA. clear description of the  INto the rearranged cover image. The secret data is a
address generation units that interface with the Pit stream which can  come from
encryption and decption modules is presented by bllnary/graysc_:ale/c;olor/compressed image, text, sound,
Dollas, Kachris andBourbakis[6]. V|deo., copyrlght informationand etc. The length .of
the bit stream is less than or equal to the total available
embedding space (in bitsyhich was made known to
the user after the complexity identification of the cover
image. Bit embedding is done EynbedBif) function
which isdescribed next.

4.4. Information Hiding

The main idea of the image informatidrding
method is to identify the complex regions of the cover
image .and embed the secret data into those regllonsEmbedBit(I,C’ M)
The bits from the secret data are embedded intOjnpts: Rearranged cover image |
variable number of least significant bits of the pixels in Rearranged complexity matrix C
complex regions depending on theomplexity. The Secret data bit steam M
bits from the secret data are embedded into complexPutPut: Bits of M are embedded into |

regions in random order determined by the secret Let p = length(M)

SCAN key chosen by the user [3]The embedding For (i = 1 to height(l), j =1 to igth(l))
algorithm consists of four main steps. These steps are { ; <0
L e ) equals
(1) complexity |dent|f|ca}t|on otover |mage(2_) SCAN. pStgp embedding
rearrangement of eer image and complexity matrix, Else
(3) bit embedding of secret data into rearranged cover k = minimum{CIil[j], p}
image and (4) reverse SCAN rearrangementof Replace k least significant bits of I[i][j] with next k bits

rearranged embedded imadée algorithm to identify ~ fromM
the complexity of the covemage chosen to embed the }
message is afescribechext. }

p=p-k



