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New Instruction Set

This work presents the architecture and instruction set of

the SCAN cryptoprocessor. The SCAN cryptoprocessor is a modified

SparcV8 processor architecture with a new instruction set to handle

image compression, encryption and information hiding based on the

SCAN methodology, the modules for which are implemented in

reconfigurable logic and the results of the FPGA synthesis are

presented.

A tightly coupled coprocessor architecture with dedicated

data-path and a local memory system, interacting with the main

processor through asynchronous FIFOs which enable the

coprocessor to be implemented with a clock frequency different from

the processor system, is proposed.



FPGA Synthesis Results

Module Slices of Virtex XCV600 % occupied

Block Error Module

(four blocks)
164 2.3

Context Module

(four blocks)
148 2.14

Synthesis results – Logic distribution - Compression Module 

Module Slices of Virtex XCV600 % occupied

Encrypt Module

(one block)
33 0.47

Decrypt Module

(one block)
33 0.47

Synthesis results – Logic distribution – Encryption, Decryption Module

Module Slices of Virtex XCV600 % occupied

Embed Module 40 0.57

Extract Module 26 0.37

Complexity Module 80 1.15

Synthesis results – Logic distribution - Message Embedding, Extraction Module

Module Number of clock cycles

Block Error Module 131072

Context Module 4096

Clock cycles for Image compression 

(Image size = 128x128, Block size = 64x64)

Module Number of clock cycles

Encrypt Module 4096

Decrypt Module 4096

Clock cycles for Image Encryption 

(Image size = 128x128, Block size = 64x64)

The number of clock cycles required for

information hiding depends on the size of the

message and the complexity matrix of the

cover image.


